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Day 1

1. Introduction Anna 09:00-10:00

Break

2. Discovery & Acquisition Gary 10:15-11:30

Lunch Break

3. Creating Data Anna 13:00-13:45

4. Organizing Data Gary 13:45-14:45

Break

5. Data Types & Formats Gary 15:00-16:00



Course Schedule
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Day 2

6. Data Documentation & Metadata Anna 09:00-09:45

7. Storage, Backup, Security & Preservation Anna 09:45-10:30

Break

8. Data Sharing, Reusing & Citation Gary 10:45-11:45

Lunch Break

9. Ethics & Copyright Gary 13:00-13:45

10. Data Management Planning Anna 13:45:14:45

Break

Exercise 15:00-16:00



Your course goals

– You’ll be able to apply efficient research data management techniques during your Master / 

PhD research project (and during your further career).

– We’ll give you a «buffet» of knowledge and tools for data management.

– Only you can decide and pick what you need for your research!
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To be handed in

– Solved Exercises

– Your own DMP (for your research project)

– Create a folder structure and file naming convention and upload your files (exercises and DMP) to

SWITCHdrive.
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Lesson 1: Introduction

→What is Research Data?

• The Importance of Data Management

• The Data Lifecycle



https://www.flickr.com/photos/quinnanya/3239528185/in/gallery-wlef70-72157633022909105/ Blickam Abend, 25.10.2018

Why Data Management?

Data Loss
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Exercise 1.2: Reproducibility crisis

Please follow the instructions

1. Put the paper with the blank side up in front of you

2. Fold in half

3. Fold in dotted line

4. Fold the outer edges up

5. Turn over
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Exercise 1.2: Reproducibility crisis

Please follow the instructions

1. Put the paper with the blank side up in front of you

2. Fold in half

3. Fold in dotted line

4. Fold the outer edges up

5. Turn over

Incomplete instructions are not reproducible!
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Summary of Lesson 1
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If data are:

VWell-organized

V Documented

V Preserved

V Accessible

V Verified to accuracy 

and validity

The benefits are: 

V High quality data

V Easy to share and re-use

V Citation & credibility for 

the researcher

V Saving costs

Data deluge: The amount

of data created every

year is increasing

exponentially

Improper data

management can be

costly

Data management 

allows you to find, 

access, understand, 

integrate and re-use 

data.
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Lesson 2 Outline

Portals for data 

publication

Data Repositories

Discipline-related 

repositories

Open Data 

from

organizationsLuis Prado from The Noun Project

https://thenounproject.com/Luis/


Re3data:Registry of Research Data Repositories 

http://service.re3data.org/search?query=


Check Registry of Research Data Repositories 

www.re3data.org: 

-Can you find data repositories in your field? 

-List 3 data repositories, where you think you could find 

data for your thesis.

Exercise 2.1

http://www.re3data.org/


Zenodo

• A research data repository. It was created by OpenAIRE and CERN

to provide a place for researchers to deposit datasets

• Has integration with GitHub to make code hosted in GitHub citable

• Provides secure archiving and referability, including digital object

identifiers (DOIs)

• Easy access

• Disadvantage: No curation, no quality control

Data repositories

https://zenodo.org/
https://en.wikipedia.org/wiki/OpenAIRE
https://en.wikipedia.org/wiki/CERN
https://en.wikipedia.org/wiki/GitHub


– GIS and Geography

Á GeoCommons.com GIS file repository and finding tool

Á Federal Geographic Data Committee - Provides access to the National Spatial Data Infrastructure 

(NSDI) Clearing House Network and the geodata.gov portal

Á https://inspire-geoportal.ec.europa.eu/: The INSPIRE Geoportal is the central European access 

point to the data provided by EU Member States and several EFTA countries under the INSPIRE 

Directive.

Á Geoportal, Geodaten aus Deutschland

https://www.geoportal.de/

Á Geodatenkatalog : https://wiki.gdi-de.org/display/gdk

Á OpenTopography: OpenTopography facilitates community access to high-resolution, Earth 

science-oriented, topography data, and related tools and resources

Discipline-related repositories

http://geocommons.com/search.html
http://www.fgdc.gov/dataandservices/
https://inspire-geoportal.ec.europa.eu/
https://www.geoportal.de/
https://wiki.gdi-de.org/display/gdk
https://opentopography.org/


– Google Dataset Search

Data Search Engine

How well does the Google Search work, after your knowledge

and experiences with the data repositories you have looked at?

https://toolbox.google.com/datasetsearch


19

Earth System Science Data

Data papers & data journals

http://www.earth-system-science-data.net/
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Lesson 3: Data Entry and Manipulation

→How to structure your data: Best practices

• Quality of research data

• Data entry tools

• Databases

• Data Analysis



Structured vs. Unstructured data
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Whenever possible, create structured data!

Devin Pickell, G2 Learning Hub, Structured vs. Unstructured Data – What’s the Difference? 

https://learn.g2.com/structured-vs-unstructured-data; accessed Aug 26th 2020

https://learn.g2.com/structured-vs-unstructured-data


Structured vs. Unstructured data
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Unstructured data

– No pre-defined data model

– Difficult to search

– Not «machine-readable», but can be analyzed with text

mining, data mining and AI techniques (time-consuming)

– More than 80% of data generated in the world

Sources of Unstructured Data:

– Text files, presentations, emails, websites, diaries

– Social media, text messages, chat

– image, audio and video files

– Examples from Science: satellite imagery, microscope

images, space exploration, seismic imagery, atmospheric

data, surveillance photos / videos, sensor data
Petroccia, A.. Structural and geomorphological framework of 

the upper Maira Valley (Western Alps, Italy): the case study of 

the Gollone Landslide (2020). 

https://doi.org/10.6084/m9.figshare.12854354.v1

https://doi.org/10.6084/m9.figshare.12854354.v1


Exercise 3.1: Spot the six problems
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Exercise 3.1: Six problems

– Unlabelled data: It is completely unclear what kind of data are actually recorded in this sheet. 

The data do not have a descriptive column header and also no unit is indicated.

– Column headers should be in a single row. This spreadsheet contains headers in row 1 and 

row 2, as well as redundant headers for two columns in rows 14 and 26 that are confusing. 

There should be a single unique header for each column, preferably in row 1. 

– Don’t use units, even percentages together with the value in the field

– Do not use empty rows or columns. These may cause problems when data are exported. 

Empty rows and columns also tend to indicate the presence of multiple tables in one sheet, 

which appears to be the case with this example. A sheet should contain only one table of data.

– Empty cells: unclear. Was this not measured? Did the value seem unreliable so was omitted? 

Was this value deleted by accident? If a cell must be left empty, make a notation in a column of 

comments about why the cell is empty.

– Embedded Charts, graphs or images are not included when the data are exported.
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Data entry tools

For Spreadsheets

OpenOffice Calc LibreOffice Calc

MS Excel Apple Numbers Google Sheets

Zoho Sheets
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Data entry tools

For Surveys

Surveymonkey

Google Forms

LimeSurvey

Scientific online survey tool

Campus licence available for all UZH members

https://www.uzh.ch/zi/cl/umfragen/index.php/ad

min/authentication/sa/login
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https://www.uzh.ch/zi/cl/umfragen/index.php/admin/authentication/sa/login


What is a relational database?
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*siteID

site_name

latitude

longitude

description

Sample sites

*speciesID

species_name

common_name

family

order

Species

*sampleID

siteID

sample_date

speciesID

height

flowering

flag

comments

Samples

- Contains more than one table

- Relationships between the tables

- Parent tables and child tables

- Are searched with a declarative programming language: SQL = structured query language



Spreadsheets vs. databases
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DatabasesSpreadsheets

Flexible about cell content 
type—cells in same column 
can contain numbers or text

Pre-set the type of data 
contained in a certain fieldCells can contain 

calculations 
(functions)

All calculations and 
operations are done 
after data retrieval

Improved data 
integrity and 
consistency

Limited number 
of rows

multiple users 
can work on it in 

parallel

Suitable for very 
large amounts of  

raw datausually not editable 
by multiple users at 

the same time

Allow for 
extensive 
analysis



Tools for documenting scientific workflows

kepler-project.org/

– Open-source, free, cross-platform

– Drag-and-drop interface for workflow construction

– Possible applications

• Theoretical models or observational analyses

• Hierarchical modeling

• Can have nested workflows

• Can access data from web-based sources (e.g. 

databases)
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Summary of Lesson 3
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Create structured data

whenever possible

Make sure your data is consistent, 

reproducible, accurate and 

complete.

When using data from 

different sources: Make sure 

your data is well integrated.

Choose a data entry method that 

allows for the validation of data as it is 

entered.

Consider investing time in 

learning how to use a 

relational database if 

datasets are large or complex.

Remember to document your 

data analysis and manipulation to 

ensure reusability and 

reproducibility.
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Lesson 4 Outline

File-naming conventions

Keeping a [lab] 

notebook

Data organization

Documenting your 

process

Luis Prado from The Noun Project

https://thenounproject.com/Luis/
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Image: "Cloud 89" by D. Fletcher on Cloudtweaks.com



– Data files can be sorted in logical sequence

– Data files are not accidentally overwritten or deleted

– Different versions of data files can be identified

– If data files are moved to other storage platform their names 
will retain useful context

The benefits of consistent data file labelling



Best Practices:

1. Be Descriptive: 75092238.txt is not helpful. Instead: 20120814_instrument8_rainyday_raw.txt (up to 

255 characters)

2. Don’t rely on nesting in folders: 2012/august/instrument8/day14/raw.txt

3. Use consistent structure that falls into a useful order (for sorting) and decide on shared terminology

4. List versions alphanumerically, eg. v1, v2, v3 rather than last, final, finalfinal, useTHISone

5. Use numerical dates, eg. YYYYMMDD rather than Dec09

6. Use underscores instead of full-stops or spaces because, like special characters, these are parsed 

differently on different systems.

7. File names should provide context for the contents of the file, making it distinguishable from files 

with similar subjects or different versions of the same file. 

File-naming best practices
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Order by date:

19550412_notes_MassObs.docx

19550412_questionnaire_MassObs.pdf

19631215_notes_Gorer.docx

19631215_questionnaire_Gorer.pdf

Order by subject:

Gorer_notes_19631215.docx

Gorer_questionnaire_19631215.pdf

MassObs_notes_19550412.docx

MassObs_questionnaire_19550412.pdf

Order by type:

Notes_Gorer_19631215.docx

Notes_MassObs_19550412.docx

Questionnaire_Gorer_19631215.pdf

Questionnaire_MassObs_19550412.pdf

Forced order with numbering:

01_MassObs_questionnaire_19550412.pdf

02_MassObs_notes_19550412.docx

03_Gorer_questionnaire_19631215.pdf

04_Gorer_notes_19631215.docx

File-naming strategies



US standard MM/DD/YY DD/MM/YY YYYY-MM-DD

January 12, 2011 01/12/11 12/01/11 2011-01-12

February 15, 2011 02/15/11 15/02/11 2011-02-15

March 27, 2011 03/27/11 27/03/11 2011-03-27

April 11, 2011 04/11/11 11/04/11 2011-04-11

May 20, 2011 05/20/11 20/05/11 2011-05-20

June 6, 2011 06/06/11 06/06/11 2011-06-06

July 18, 2011 07/18/11 18/07/11 2011-07-18

August 7, 2011 08/07/11 07/08/11 2011-08-07

September 9, 2011 09/09/11 09/09/11 2011-09-09

October 14, 2011 10/14/11 14/10/11 2011-10-14

November 24, 2011 11/24/11 24/11/11 2011-11-24

December 18, 2011 12/18/11 18/12/11 2011-12-18

January 19, 2012 01/19/12 19/01/12 2012-01-19

February 27, 2012 02/27/12 27/02/12 2012-02-27

March 15, 2012 03/15/12 15/03/12 2012-03-15

April 27, 2012 04/27/12 27/04/12 2012-04-27

May 11, 2012 05/11/12 11/05/12 2012-05-11

June 17, 2012 06/17/12 17/06/12 2012-06-17

July 16, 2012 07/16/12 16/07/12 2012-07-16

August 4, 2012 08/04/12 04/08/12 2012-08-04

September 14, 2012 09/14/12 14/09/12 2012-09-14

October 26, 2012 10/26/12 26/10/12 2012-10-26

November 26, 2012 11/26/12 26/11/12 2012-11-26

December 8, 2012 12/08/12 08/12/12 2012-12-08

January 22, 2013 01/22/13 22/01/13 2013-01-22

February 20, 2013 02/20/13 20/02/13 2013-02-20

March 26, 2013 03/26/13 26/03/13 2013-03-26

April 18, 2013 04/18/13 18/04/13 2013-04-18

May 23, 2013 05/23/13 23/05/13 2013-05-23

Dates listed in order 

of collection

On using 

number order

in file names…



US standard MM-DD-YYYY DD-MM-YYYY YYYY-MM-DD

January 12, 2011 01-12-2011 12-01-2011 2011-01-12

January 19, 2012 01-19-2012 19-01-2012 2012-01-19

January 22, 2013 01-22-2013 22-01-2013 2013-01-22

February 15, 2011 02-15-2011 15-02-2011 2011-02-15

February 20, 2013 02-20-2013 20-02-2013 2013-02-20

February 27, 2012 02-27-2012 27-02-2012 2012-02-27

March 15, 2012 03-15-2012 15-03-2012 2012-03-15

March 26, 2013 03-26-2013 26-03-2013 2013-03-26

March 27, 2011 03-27-2011 27-03-2011 2011-03-27

April 11, 2011 04-11-2011 11-04-2011 2011-04-11

April 18, 2013 04-18-2013 18-04-2013 2013-04-18

April 27, 2012 04-27-2012 27-04-2012 2012-04-27

May 11, 2012 05-11-2012 11-05-2012 2012-05-11

May 20, 2011 05-20-2011 20-05-2011 2011-05-20

May 23, 2013 05-23-2013 23-05-2013 2013-05-23

June 6, 2011 06-06-2011 06-06-2011 2011-06-06

June 17, 2012 06-17-2012 17-06-2012 2012-06-17

June 26, 2013 06-26-2013 26-06-2013 2013-06-26

July 16, 2012 07-16-2012 16-07-2012 2012-07-16

July 18, 2011 07-18-2011 18-07-2011 2011-07-18

July 22, 2013 07-22-2013 22-07-2013 2013-07-22

August 4, 2012 08-04-2012 04-08-2012 2012-08-04

August 7, 2011 08-07-2011 07-08-2011 2011-08-07

August 8, 2013 08-08-2013 08-08-2013 2013-08-08

September 9, 2011 09-09-2011 09-09-2011 2011-09-09

September 14, 2012 09-14-2012 14-09-2012 2012-09-14

September 19, 2013 09-19-2013 19-09-2013 2013-09-19

October 14, 2011 10-14-2011 14-10-2011 2011-10-14

October 26, 2012 10-26-2012 26-10-2012 2012-10-26

If we sort by 

MM/DD/YY,

dates are out of order.

On using 

number order

in file names…



US standard MM-DD-YYYY DD-MM-YYYY YYYY-MM-DD

August 4, 2012 08-04-2012 04-08-2012 2012-08-04

June 6, 2011 06-06-2011 06-06-2011 2011-06-06

August 7, 2011 08-07-2011 07-08-2011 2011-08-07

August 8, 2013 08-08-2013 08-08-2013 2013-08-08

December 8, 2012 12-08-2012 08-12-2012 2012-12-08

September 9, 2011 09-09-2011 09-09-2011 2011-09-09

December 10, 2013 12-10-2013 10-12-2013 2013-12-10

April 11, 2011 04-11-2011 11-04-2011 2011-04-11

May 11, 2012 05-11-2012 11-05-2012 2012-05-11

January 12, 2011 01-12-2011 12-01-2011 2011-01-12

September 14, 2012 09-14-2012 14-09-2012 2012-09-14

October 14, 2011 10-14-2011 14-10-2011 2011-10-14

February 15, 2011 02-15-2011 15-02-2011 2011-02-15

March 15, 2012 03-15-2012 15-03-2012 2012-03-15

July 16, 2012 07-16-2012 16-07-2012 2012-07-16

June 17, 2012 06-17-2012 17-06-2012 2012-06-17

April 18, 2013 04-18-2013 18-04-2013 2013-04-18

July 18, 2011 07-18-2011 18-07-2011 2011-07-18

December 18, 2011 12-18-2011 18-12-2011 2011-12-18

January 19, 2012 01-19-2012 19-01-2012 2012-01-19

September 19, 2013 09-19-2013 19-09-2013 2013-09-19

February 20, 2013 02-20-2013 20-02-2013 2013-02-20

May 20, 2011 05-20-2011 20-05-2011 2011-05-20

January 22, 2013 01-22-2013 22-01-2013 2013-01-22

July 22, 2013 07-22-2013 22-07-2013 2013-07-22

May 23, 2013 05-23-2013 23-05-2013 2013-05-23

November 24, 2011 11-24-2011 24-11-2011 2011-11-24

March 26, 2013 03-26-2013 26-03-2013 2013-03-26

June 26, 2013 06-26-2013 26-06-2013 2013-06-26

If we sort by 

DD/MM/YY,

dates are out of order.

On using 

number order

in file names…



US standard MM-DD-YYYY DD-MM-YYYY YYYY-MM-DD

January 12, 2011 01-12-2011 12-01-2011 2011-01-12

February 15, 2011 02-15-2011 15-02-2011 2011-02-15

March 27, 2011 03-27-2011 27-03-2011 2011-03-27

April 11, 2011 04-11-2011 11-04-2011 2011-04-11

May 20, 2011 05-20-2011 20-05-2011 2011-05-20

June 6, 2011 06-06-2011 06-06-2011 2011-06-06

July 18, 2011 07-18-2011 18-07-2011 2011-07-18

August 7, 2011 08-07-2011 07-08-2011 2011-08-07

September 9, 2011 09-09-2011 09-09-2011 2011-09-09

October 14, 2011 10-14-2011 14-10-2011 2011-10-14

November 24, 2011 11-24-2011 24-11-2011 2011-11-24

December 18, 2011 12-18-2011 18-12-2011 2011-12-18

January 19, 2012 01-19-2012 19-01-2012 2012-01-19

February 27, 2012 02-27-2012 27-02-2012 2012-02-27

March 15, 2012 03-15-2012 15-03-2012 2012-03-15

April 27, 2012 04-27-2012 27-04-2012 2012-04-27

May 11, 2012 05-11-2012 11-05-2012 2012-05-11

June 17, 2012 06-17-2012 17-06-2012 2012-06-17

July 16, 2012 07-16-2012 16-07-2012 2012-07-16

August 4, 2012 08-04-2012 04-08-2012 2012-08-04

September 14, 2012 09-14-2012 14-09-2012 2012-09-14

October 26, 2012 10-26-2012 26-10-2012 2012-10-26

November 26, 2012 11-26-2012 26-11-2012 2012-11-26

December 8, 2012 12-08-2012 08-12-2012 2012-12-08

January 22, 2013 01-22-2013 22-01-2013 2013-01-22

February 20, 2013 02-20-2013 20-02-2013 2013-02-20

March 26, 2013 03-26-2013 26-03-2013 2013-03-26

April 18, 2013 04-18-2013 18-04-2013 2013-04-18

May 23, 2013 05-23-2013 23-05-2013 2013-05-23

If we sort by 

YY/MM/DD,

dates are in order.

On using 

number order

in file names…



On using

leading zeroes 

in file names…



It is important to consistently identify and distinguish versions of data files. 

This ensures that a clear audit trail exists for tracking the development of a data file and 
identifying earlier versions especially if data is frequently updated by multiple users.

Suggested strategies:

• Use a sequential numbered system: v1, v2, v3, etc.

• Don't use confusing labels: revision, final, final2, etc.

• Record all changes -- no matter how small

• Discard obsolete versions (but never the raw copy)

• Use auto-backup instead of self-archiving, if possible

University of Leichester: Good Practice Document Version Control

List of version-control software

Version control

https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&ved=2ahUKEwjt-bHv-MPkAhUOhlwKHVofBScQFjAAegQIARAC&url=https%3A%2F%2Fwww2.le.ac.uk%2Fservices%2Fresearch-data%2Fdocuments%2FUoL_VersionControlChart_d0-1.pdf&usg=AOvVaw2LHbr6wYYfpbpNJhFjMq_U
https://en.wikipedia.org/wiki/List_of_version-control_software


AGU presentation

Class presentation

OS presentation

Presentations

Ocean 

Sciences Class AGU

File organization



be thoughtful

be 

consistent

document your 

approach 

When naming & organizing 

your files and folders…



Exercise 4.4 DMP

4 Master Research Projects: File Structure and Naming
Project Title: Provisional thesis title

1. File Structure

a) Describe the organisation of computer folders for your research project.

b) Does the file structure follow conventions from a host project, laboratory or 

institution?

c) List the primary folders, and then summarise the organisation of their sub-folders.

d) How will the computer folders for your master thesis be distinguished from other 

research projects and work that you might be involved with?

2. File Naming 

a) Describe the logic behind the file naming system for your project.

b) Does the file naming follow conventions from a host project, laboratory or 

institution?

c) Give examples of the file names, from different types of digital data used in your 

research.  

d) How will the file names in your master thesis be distinguished from files in other 

research projects and work that you might be involved with?

e) If a coding or numbering system is used to name files, where will the explanation of 

this system be saved?



Documenting your process



SCINOTE
PROS:
• Very user-friendly and quick to set up

• Unique experimental workflow

• Open source license (MPL)

• Free account with unlimited project users

CONS:
• Drawing molecules still in development

BENCHLING
PROS:

• Very user friendly and quick to set up

• Useful DNA tools (CRISPR guide and primer 

design)

• Templates for sequence mapping and sharing

• Free account with 10 GB of storage space

CONS:

• Free account is tied to a single user

• Report structure is not flexible

LABFOLDER
PROS:

• Sketching

• Free account for smaller teams and free mobile 

app

• Integration with Mendeley

CONS:

• Not very intuitive

• Unflattering structured design

• Free version is limited up to 3 team members

HIVEBENCH
PROS:

• Plate designer

• Free account with 10 GB of storage space

CONS:

• Creating protocols is very rigid

• No possibility to create tables

• Free account is tied to ten users

• Works only on iOS

http://labcollector.com/
Findings

Electronic notebooks ELN

http://scinote.net/
https://benchling.com/
https://www.labfolder.com/
https://www.hivebench.com/
http://labcollector.com/
http://labcollector.com/
https://findingsapp.com/
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Lesson 5 Outline

Data types & 

formats

Research 

lifecycle & 

stages of data

Luis Prado from The Noun Project

https://thenounproject.com/Luis/


– Observational data are historical records that were collected at 
a unique place and time, which renders them:

• Irreplaceable

• Very critical to archive

• Documenting data collection methods 

and equipment is critical to enable:

• Understanding

• Evaluation

• Transparency

• Reproducibility

• Trust

• Secondary use

Image: http://www.flickr.com/photos/60379061@N03/5509284578/

Observational data



– Computational models and simulations produce calculations and predictions of 

phenomena based on physical theory, algorithms, and observations.

• We may not need to archive model outputs, but…

• Archiving the model itself and a robust representation of its metadata (description of the hardware, 

software, and input data) is essential. 

– Ex. The Earth System Documentation project was created to develop  a 

standard way to describe climate models and the data they produce.  

• ES-DOC worked with climate scientists to create a conceptual 

information model for climate data

• Tested, developed, and deployed the model for the CMIP5 project 

• ES-DOC: Earth System Documentation: https://es-doc.org/

• CMIP6: https://pcmdi.llnl.gov/CMIP6/

Image: http://www.flickr.com/photos/oakridgelab/4101037894/

Computational models and simulations

https://es-doc.org/
https://pcmdi.llnl.gov/CMIP6/


– Experimental data test specific hypotheses in a controlled setting.

• In principle, we can accurately reproduce experiments without the need to store data indefinitely. 

• However, reproducibility may pose challenges, even with highly controlled lab settings. 

– Can we precisely reproduce all the experimental conditions?

– Nobody has been able to reliably reproduce cold fusion

– Who will reproduce the CERN Large Hadron Collider experiments? 

• Digital “workflow” systems are available for some 

types of lab work
• Precise step-by-step description of a scientific                                             

procedure

• Acts as a script to coordinate research tasks

• Can enable automated metadata collection and provenance 

tracking

Image: http://www.flickr.com/photos/11304375@N07/2046228644/

Laboratory experimental data



This includes: 

– Text or Word documents, spreadsheets

– Laboratory notebooks, field notebooks, diaries

– Questionnaires, transcripts, codebooks

– Audiotapes, videotapes

– Photographs, films

– Test responses

– Slides, artifacts, specimens, samples

– Collection of digital objects acquired and generated during the 

process of research

– Data files

– Database contents including video, audio, text, images

– Models, algorithms, scripts

– Contents of an application such as input, output, log files for 

analysis software, simulation software, schemas

– Methodologies and workflows

– Standard operating procedures and protocols

– Observational

– data captured in real-time, usually irreplaceable. E.g., sensor 

data, survey data, sample data, neurological images

– Experimental

– data from lab equipment, often reproducible, but can be 

expensive. E.g., gene sequences, chromatograms

– Simulation data

– data generated from test models where model 

and metadata are more important than output data. E.g., 

climate models, economic models

– Derived or compiled data

– data is reproducible but expensive. E.g., text and data 

mining, compiled database, 3D models

Types of research data

https://www.bu.edu/data/manage/metadata/


is everything that refers to the 

quality of something: 

A description of colours, texture 

and feel of an object. E.g. 

description of experiences; 

interview are all qualitative 

data.

Qualitative data



usually regarded as referring to the collection and analysis of numerical data

….which can be put into 

categories

or measured in units of 

measurement.

or in rank 

order, 

Quantitative data (3)



Exercise 5.2
Qualitative v. Quantitative Data

1. The baby weighs 20 pounds.

2. My friend is very happy.

3. The sky is greyish-blue.

4. Joe is 6 foot 2.

5. Diana has $100.

6. The number of pairs of shoes you own

7. The type of car you drive

8. The place where you go on vacation

9. The distance it is from your home to the nearest grocery store

10. The number of classes you take per school year.

11. The tuition for your classes

12. The type of calculator you use

13. Movie ratings

14. Political party preferences

15. Weights of sumo wrestlers

16. Amount of money (in dollars) won playing poker

17. Number of correct answers on a quiz

18. Peoples’ attitudes toward the government

19. IQ scores



File formats



File formats



Data formats that offer the best chance for long-term access are both:

– Non-proprietary (also known as open), and

– Unencrypted & uncompressed

Preferable format types for longterm access to data



Preferred formats

https://documentation.library.ethz.ch/display/RC/File+formats+for+archiving

https://documentation.library.ethz.ch/display/RC/File+formats+for+archiving


Preferred formats



DROID: file format identification tool

For large data collections you can get an overview of your file formats using the free JAVA application DROID. 

Furthermore, this tool detects unknown file formats as well as inconsistencies between file extensions and file

contents

http://www.nationalarchives.gov.uk/information-management/manage-information/preserving-digital-records/droid/


Exercise 5.4

If you were the reviewer of this DMP, how would you asses this part of the plan?

The project will use a variety of open and proprietary formats that will best suit the 

needs of the project’s outcomes. These will be migrated to suitable open 

standards to facilitate preservation at the end of the project. Text will be 

transcribed as plain text with HTML markup and will take up roughly 500Mb of 

space. Images will be in the JPEG format and 5Gb of server space will be 

set aside for them. Video files will be MOV and 20Gb of space will be available for 

them. 

Visualisations will be SVG files. The map interface will be based around Google 

Maps. Web pages will follow current HTML and CSS standards

Example of file formats in a DMP



Exercise

Comments by a reviewer

1. Information supplied is vague. ‘A variety of open and proprietary formats that will best suit the needs of the 

project’s outcomes’: What exactly are all these formats and how do they best suit the needs of the project’s 

outcomes? This section doesn’t demonstrate that the project actually knows what it’s talking about.

2. ‘These will be migrated to suitable open standards to facilitate preservation at the end of the project’: again, 

this sounds impressive but is too vague. What open standards? And why couldn’t these open standards just 

be used from the start of the project?

3. Some file formats and standards are mentioned but the reason for their choice is not made clear, for 

example:

a) Why will video files be in the MOV format when this means users will need to install the Quicktime

plugin for the files to be playable in their browser?

b) Why was Google Maps chosen over other maps interfaces?

4. Information about the textual data is far too vague. The recipe data will have to be structured in some way 

and there is no information about how the project intends to do this. Will the data be stored in a relational 

database? Will recipes be marked up in XML?

5. The section does mention that text will be transcribed with HTML markup but this approach is not considered 

best practice. HTML should be used to mark up presentation not content, and if markup is to be used to 

denote ingredients then XML would be better suited. Alternatively the project could record ingredients in a 

relational database. 

6. Insufficient information is provided about the visualisations. What sort of visualisations will be created? How 

will they be created? Section 1 states that the visualisations will be ‘interactive’ so they presumably won’t just 

be static SVG files but will change to reflect choices made by the user.



What data will you collect, observe, generate or re-use?

– What type, format and volume of data will you collect, observe, generate or reuse? 

– Which existing data (yours or third-party) will you reuse? 

– How will the data be collected, observed or generated?

a) Data type:
Briefly describe categories of datasets you plan to generate or use, and their role in the project

b) Data origin: 
to be mentioned if you are reusing existing data (yours or third-party one). Add the reference of the source if
relevant. 

c) Explain how the data will be collected, observed or generated. De- scribe how you plan to control and
document the consistency and quality of the collected data

d) Format of raw data (as created by the device used, by simulation or downloaded): 
open standard formats should be preferred, as they maximize reproducibility and reuse by others and in the
future

e) Format of curated data (if applicable): 
open standard formats should be preferred

f) Estimation of volume of raw and curated data

Exercise 5.5 DMP
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Lesson 6: Data documentation through metadata

→Definition of metadata

→Why we need metadata

→FAIR data

→Metadata standards

→How to write quality metadata



What is metadata?

– “Structured information that describes, explains, locates, or 

otherwise makes it easier to retrieve, use, or manage an 

information resource.” NISO, Understanding Metadata

– It can be used to describe physical items as well as digital 

items (documents, audio-visual files, images, datasets, etc.)

– Metadata can take many different forms, from free text 

(such as read-me files) to standardized, structured, 

machine-readable content

– For data to be useful, it will also need subject-specific 

metadata (reagent names, experimental conditions, 

population demographic…)

Sep/15/2021 GEO 802, Data Information Literacy page 69



Working with data

When you provide data to someone else, 

what types of information should you 

include with the data?

When you receive a dataset from an 

external source, what types of details do 

you want to know about the data?

Sep/15/2021 GEO 802, Data Information Literacy page 70



- Introduced in 2016 by FORCE 11 
(= representatives from science, funding institutions, 

publishers, libraries, archives)

- Goal: optimal processing of research data for 

both human and machine

- 15 Principles 

- Explanation by the SNF: 

https://tinyurl.com/SNFfair

FAIR principles

Sep/15/2021 GEO 802, Data Information Literacy page 71

https://www.force11.org/about
https://tinyurl.com/SNFfair


Findability

– Persistent identifier (PID): e.g. Digital Object Identifier (DOI)

– Descriptive metadata in a machine readable format

o Title, author / creator of data

o Context, quality, condition and characterization of the data

o How was the data generated?

o Which information is needed to interpretate the data?
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Data that really saves lives (and possibly your organisation) by Fredric Landqvist. findwise.com/blog

https://findwise.com/blog/data-that-really-saves-lives-and-possibly-your-organisation/


Accessibility

– Open access to anyone in the world with a computer and internet connection

(no charge, no other access restrictions)

Limitations

o Data which are subject to data protection and privacy laws (e.g. involving living individuals)

o Data from international collaboration with countries that have laws prohibiting the open 

sharing of data

– At least the metadata have to be accessible!

Sep/15/2021 GEO 802, Data Information Literacy Page 73

Data that really saves lives (and possibly your organisation) by Fredric Landqvist. findwise.com/blog

https://findwise.com/blog/data-that-really-saves-lives-and-possibly-your-organisation/


Interoperability

– Data and metadata have to be fully compatible between different computer operating systems

– Open file formats (files can be used with with freely available software) 

– Use of controlled vocabulary with an easily findable and accessible documentation

– Citation of relevant / associated data sets

Sep/15/2021 GEO 802, Data Information Literacy Page 74

Data that really saves lives (and possibly your organisation) by Fredric Landqvist. findwise.com/blog

https://findwise.com/blog/data-that-really-saves-lives-and-possibly-your-organisation/


Re-usability

– Metadata must contain any information necessary to properly understand and use the data. 

The categories of metadata must be explained or self-explanatory.

– Data needs to be reliable (reproducible) and understandable!

– Include information about the license in the metadata. Whenever possible, the data must be

labelled for reuse.
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Data that really saves lives (and possibly your organisation) by Fredric Landqvist. findwise.com/blog

https://findwise.com/blog/data-that-really-saves-lives-and-possibly-your-organisation/


Exercise 6.1: FAIR Data

– Compare the metadata of two different datasets

– Are the FAIR principles implemented? If yes, how? What is missing?

Sep/15/2021 GEO 802, Data Information Literacy page 76

https://tinyurl.com/Zenodo

https://tinyurl.com/panga123

https://tinyurl.com/Zenodo
https://tinyurl.com/panga123


What is a metadata standard?

– A Standard provides a structure to describe data with

o Common terms to allow consistency between records

o Common definitions for easier interpretation

o Common language for ease of communication

o Common structure to quickly locate information

– In search and retrieval, standards provide:

o Documentation structure in a reliable and predictable format for computer interpretation

o A uniform summary description of the dataset
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Examples of metadata standards

– Darwin Core | biological diversity, taxonomy

– Dublin Core | general

– DDI (Data Documentation Initiative) | social & behavioral sci.

– DIF (Directory Interchange Format) | environmental sci.

– EML (Ecological Metadata Language) | ecology, biology

– ISO 19115 | geographic data
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Examples of metadata standards

– Dublin Core Element Set

o Emphasis on web resources, publications

o http://dublincore.org/documents/dces/

– FGDC Content Standard for Digital Geospatial Metadata (CSDGM)

o Emphasis on geospatial data

o http://www.fgdc.gov/metadata/geospatial-metadata-standards

– Biological Data Profile (BDP) of the CSDGM

o Profile to the CSDGM emphasis on biological data (and geospatial)

o https://www.fgdc.gov/standards/projects/metadata/biometadata/index_html

– ISO 19115/19139  Geographic information: Metadata

o Emphasis on geospatial data and services

o http://www.fgdc.gov/metadata/geospatial-metadata-standards#fgdcendorsedisostandards
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http://dublincore.org/documents/dces/
https://www.fgdc.gov/metadata/geospatial-metadata-standards
https://www.fgdc.gov/standards/projects/metadata/biometadata/index_html
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Examples of metadata standards

– Ecological Metadata Language (EML)

o Focus on ecological data

o http://knb.ecoinformatics.org/eml_metadata_guide.html

– Darwin Core

o Emphasis on museum specimens

o http://rs.tdwg.org/dwc/index.htm

– Geography Markup Language (GML)

o Emphasis on geographic features (roads, highways, bridges)

o http://www.opengeospatial.org/standards/gml

– OGC® WaterML

o WaterML 2.0 is a standard information model for the representation of water observations data

o http://www.opengeospatial.org/standards/waterml
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http://knb.ecoinformatics.org/eml_metadata_guide.html
http://rs.tdwg.org/dwc/index.htm
http://www.opengeospatial.org/standards/gml
http://www.opengeospatial.org/standards/waterml


Exercise 6.2: Metadata Standards

– Browse through metadata standards by discipline.

– Take note of standards that might be relevant for your field.

→ http://www.dcc.ac.uk/resources/metadata-standards

– http://rd-alliance.github.io/metadata-directory/subjects
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http://www.dcc.ac.uk/resources/metadata-standards
http://rd-alliance.github.io/metadata-directory/subjects/


Exercise 6.3: Controlled Vocabularies

– Check the list of controlled vocabularies in the handout.

– Take note of controlled vocabularies that might be relevant for your field.
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Summary of Lesson 6

Metadata is

documentation of data.

Metadata allows data to be 

discovered, accessed, and re-used.

A metadata standard 

provides structure and 

consistency to data 

documentation.

Document your process while you are 

creating and analyzing data.

Metadata completes a 

dataset.

Creating quality metadata is in 

your OWN best interest!
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Lesson 7: Data backup, security, storage & preservation

→Why?

→Where to store data

→Data backup

→Data security

→Data preservation



Why caring about data storage and preservation?
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– Media formats age rapidly.

– Storage structures are not documented 

because they are clear to the person 

responsible.

– Contact persons are mobile and may only stay 

at the university for a few years.

– Storage locations are subsequently moved 

and links broken.

– The variety of subject-specific file and 

metadata formats makes long-term technical 

usability more difficult.

Image: Janet McKnight via Flickr, 15422638442 CC BY



Data loss will happen to you
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Non-understandable 

data (bad metadata)

Hard drive 

failures

Obsolescence / 

upgrades

Theft or loss of 

equipment

Dropping your laptop

People move to 

a new lab

Research trends 

(follow the money 

consequences)

Overwriting data

File formats 

not readable 

anymore

Media degradation

(CDR’s, memory sticks, 

hard drives, etc.)



Where do you store your data?

– PCs & Laptops

– External storage devices

– Network drives

– Cloud servers

→ Go to www.menti.com and use the code 4185 6100
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http://www.menti.com/


Storage: PC / Laptop

Pros:

– Convenient

– Accessible

Cons:

– Drive failures are common

– Susceptible to theft and damage

– Not replicated

Bottom Line: Do not use to store master copies of data. Only for «work in progress» files.
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Storage: External storage devices

Pros:

– Convenient

– Cheap & portable

Cons:

– Longevity not guaranteed 

– Easily damaged, misplaced or lost

Security risk!

– Might not be big enough to hold all data

Bottom Line: Do not use to store master copies of data. Not recommended for long-term storage.
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Storage: Network storage devices

Pros:

– Replicated storage: Less vulnerable to loss

due to hardware failure

– Secure storage minimizes risk of loss, theft,

unauthorized use

Cons:

– Costs

– Need network connection to access files

(can be slow, especially when working on files with software)

Bottom Line: Highly recommended for master copies of data. Suitable for long-term storage (5 years

or more).
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Storage: in the Cloud

Pros:

– Backed up regularly and automatically

– Replicated storage: Less vulnerable to loss

due to hardware failure

– Most provide versioning and encryption

– Secure storage minimizes risk of loss, theft,

unauthorized use

Cons:

– Stored data may not be entirely private

– Service provider may go out of business --- Longevity?

– Possible restrictions by funding agency

Bottom Line: Recommended for master copies of data. Long-term storage?
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Exercise 7.1: SWITCH drive

Try SWITCH drive for data entry and collaboration

1. Create an account in SWITCH. https://preview.tinyurl.com/switchdrive

2. Work in groups of three.

3. Create a file and share it with your partners.

4. Try to both work on it simultaneously.
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https://preview.tinyurl.com/switchdrive


4 Often stored in official archive

1 Data may change

6 Not permanent

8 “Working” formats

7 Usually stored locally (individual, 

department, institute)

2 Finalized data; static record

3 Kept for 5+ years

5 Preservation formats

- What is backup and what is archiving?

- Quickly note down your answer:

Backup = 

Archive =

Exercise 7.2: Backup vs. Archive
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Backup: 3-2-1 Rule

Best Practice: 

– 3 Copies of datasets on

– 2 different devices/media of which

– 1 is off site

Sep/15/2021 GEO 802, Data Information Literacy page 95

Original

External Local

Cloud or External 
Remote



Information security
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Undetected, 

unauthorized 

access

Backdoors, 

Exploits
Viruses, 

Trojans, 

Worms

Phishing
Malware, 

Ransomware, 

spyware

Logic 

bombs
Keylogging

etc.

Access control

Application security, 

e.g. Antivirus software

Authentication 

(e.g. multi-

factor auth.)

Encryption
Firewall

Intrusion 

detection 

system

Threats & Defences

Access control



Access control

– Are your data sensitive?

– Who has access to the data?

– Who is allowed to have access to

the data?

– How can data access be controlled?

(Username / Password) 
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Image: Barry Levine, martechtoday.com @martech_today

https://martechtoday.com/kantara-initiative-new-version-user-data-access-specs-211219


Data security measures for sensitive data

– Anonymization: irreversibly destroy any way of

identifying the data subject.

Truly anonymized data is not sensitive anymore!

Sep/15/2021 page 98

– Pseudonymization: substitutes the identity of a subject with a «nickname» (code, 

pseudonym). It is a secure approach if the personal identifiers are stored in a separate 

location.

Pseudonymized data are still sensitive data, because it can be linked back to the person!

amnesia.openaire.eu/
(data anonymization tool)

GEO 802, Data Information Literacy

https://amnesia.openaire.eu/


Encryption

– Encryption is the process of encoding digital information in such a way that only authorised parties 

can view it. 

– It is possible to encrypt individual files, folders, or entire disk volumes or USB storage devices. 

– Encryption software: generates encryption / decryption keys (passwords).
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Wikipedia article: Alice and Bob

https://en.wikipedia.org/wiki/Alice_and_Bob


Encryption Software

BitLocker

integrated in Windows (since Vista); offers encryption of disk volumes and 

USB devices

FileVault2

standard for Macs, (OS X Lion or later); full disc encryption

VeraCrypt

free, open source multi-platform encryption software (Windows, Mac and

Linux); 

full disk, partition and container encryption

Axcrypt

for Windows, Mac and mobile devices; basic version is free; premium 

version with monthly subscription and extensive features (e.g. secure files in 

Dropbox, Google Drive etc.).
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https://docs.microsoft.com/en-us/windows/security/information-protection/bitlocker/bitlocker-overview
https://support.apple.com/en-gb/HT204837
https://www.veracrypt.fr/en/Home.html
https://www.axcrypt.net/
http://www.data-archive.ac.uk/create-manage/storage


Exercise 7.3: Group Discussion
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Can you provide examples where 

researchers in your community have lost 

research data and/or when you have lost 

digital files yourself?  How was the data lost 

and could it have been prevented?

What are the principal reasons why 

researchers should back up their data 

files?

What reasons might there be for 

researchers not to use 

networked drives to back up 

research data?

What are the pros and cons of 

portable storage devices?

Do you use a cloud-based 

storage service?  

Why or why not? 

What methods could you 

use to manage sensitive 

data?



Exercise 7.4: Long-term preservation

– Look at the file formats you generally use for your research data and compare them to the list

provided by the ETH library.

https://documentation.library.ethz.ch/display/DD/File+formats+for+archiving

– Are your file formats suitable for long-term preservation?

– If not, which formats could they be converted to?
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https://documentation.library.ethz.ch/display/DD/File+formats+for+archiving


Summary of Lesson 7

Choose the right storage

medium for your data.

Recognize sensitive data and treat 

them accordingly.

Don’t be lazy with backups!

Remember the 3-2-1 rule.

Regularly assess the security of your 

data. Consider using an encryption 

software.

Choose strong passwords 

and change them regularly 

to keep your data secure.

Think of the long-term 

preservation of your data. Curate 

your data, choose appropriate file 

formats for archiving and create 

quality metadata. 
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Lesson 8 Outline

Benefits of sharing data

Issues/obstacles 

related to reuse and 

sharing of data

Understand open access

Data citation

Luis Prado from The Noun Project

https://thenounproject.com/Luis/


A better informed public yields better decision making with regard to:

• Environmental and economic planning

• Federal, state, and local policies

• social choices such as use of tax money and education options

• personal lifestyle and health such as nutrition and recreation

• Better decision making in voting

Value of Data Sharing: 

To the Public



– Organizations that sponsor research must maximize the 

value of research money

– Data sharing enhances the value of research investments 

by enabling:

• verification of performance metrics and outcomes

• new research and increased return on investment

• advancement of the science 

• reduced data duplication expenditures

Value of data sharing: 

to researcher sponsor



– Access to related research enables community members to:

• build upon the work of others and further, rather than repeat, the science

• perform meta analyses that cannot be performed with individual datasets or laboratories

• share resources and perspectives so that comprehension is expanded and enhanced

• increase transparency, reproducibility and comparability of results 

• expand methodology assessment, recommendations and improvement

• educate new researchers as to the most current and significant findings

Value of data sharing: 

to scientific community



Scientists that share data gain the benefit of:

• research sponsor recognition as an authoritative source and wise investment

• improved data quality due to expanded use, field checks, and feedback

• greater opportunity for data exchange

• improved connections to scientific network, peers, and potential collaborators

Value of data sharing: 

to the scientist



Barriers to data sharing

– ά{ŎƛŜƴǘƛǎǘǎ ǿƻǳƭŘ ǊŀǘƘŜǊ ǎƘŀǊŜ ǘƘŜƛǊ ǘƻƻǘƘōǊǳǎƘ ǘƘŀƴ ǘƘŜƛǊ ŘŀǘŀΗέ  
[Carole Goble, Keynote address, EGEE (Enabling Grids for EscienceEύ Ψлс /ƻƴŦŜǊŜƴŎŜΦϐ

– .ŀǊǊƛŜǊǎ ǘƻ ǎƘŀǊƛƴƎ Ŏŀƴ ǊŜƭŀǘŜ ǘƻ Χ

• the Researcher - intellectual property issues (Lecture 9)

• the Institution - unrealisedcommercial value

• the Subject ςconfidentiality (Lecture 9)



Preservation & sharing platforms
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• Data citation

• The practice of providing a reference to data in the same way as researchers 
routinely provide a bibliographic reference to printed resources

• A key practice underpinning the recognition of data as a primary research output 
rather than as a by-product of research

• Data author

• Individual involved in research, education, or other activities that generate digital data 
that are subsequently deposited in a data collection

• Persistent identifier

• A unique web-compatible alphanumeric code that points to a resource (e.g., data set) 
that will be preserved for the long term (i.e., over several hardware and software 
generations)

• Should direct to latest available version of resource or to metadata which enables 
acquisition of desired version or format

Definitions



1. Importance - Data should be considered legitimate, 

citable products of research

2. Credit and Attribution - Data citations should facilitate 

giving scholarly credit and normative and legal attribution 

to all contributors to the data

3. Evidence - In scholarly literature, whenever and wherever 

a claim relies upon data, the corresponding data should 

be cited.

4. Unique Identification - A data citation should include a 

persistent method for identification that is machine 

actionable, globally unique, and widely used by a 

community.

8 Principles of Data Citation

https://www.force11.org/datacitation

https://www.force11.org/datacitation


5. Access - Data citations should facilitate access to the 

data, metadata, code, and other materials, as necessary 

for both humans and machines.

6. Persistence - Unique identifiers, data, and metadata 

should persist beyond the lifespan of the data they 

describe.

7. Specificity and Verifiability - Data citations should 

facilitate identification of, access to, and verification of the 

specific data that support a claim.  

8. Interoperability and Flexibility - Data citation methods 

should be flexible, but enable interoperability across 

communities.

8 Principles of Data Citation

https://www.force11.org/datacitation

https://www.force11.org/datacitation


Examples of data citation formats



Unique identifiers

– DOI: Digital object identifier

• Digital Identifier of an Object (not "Identifier of a Digital Object") 

• Object = any entity (thing: physical, digital, or abstract)

• Resources, parties, licenses, etc. 

• Digital Identifier = network actionable identifier ("click on it and do 

something”)

http://www.dcc.ac.uk/resources/how-guides/cite-datasets#sthash.assrcuj3.dpuf

http://www.dcc.ac.uk/resources/how-guides/cite-datasets#sthash.assrcuj3.dpuf


Unique researcher IDs

117

Open Researcher & Contributor ID

Disambiguate yourself via: 

ORCID provides a persistent digital 

identifier that distinguishes you 

from every other researcher and, 

through integration in key research 

workflows such as manuscript and 

grant submission, supports 

automated linkages between you 

and your professional activities 

ensuring that your work is 

recognized.



Exercise 8.5: Cite the following Datasets

Fluctuations of Glaciers (FoG) Database

• DOI for current scientific data (Identifier): 10.5904/wgms-fog-2018-11

• Creator: World Glacier Monitoring Service (WGMS)

• Title: Fluctuations of Glaciers Database

• Publisher: World Glacier Monitoring Service (WGMS)

• Publication Year: 2018

• Release date: 2018-11-03

Glaciers 2012 

• From Repository: Edinburgh DataShare - University of Edinburgh

• By:Gruber, Stephan

• Edinburgh DataShare

• DOI: http://dx.doi.org/10.7488/ds/1878 

• Viewed Date: 04 May 2017 

• Published: 2017 

• Document Type:Data study

CrowdWater game data

• From Repository: Zenodo

• By:Strobl, Barbara; Etter, Simon; Van Meerveld, Ilja; Seibert, Jan

• Zenodo

• DOI: http://dx.doi.org/10.5281/ZENODO.2630586 

• Viewed Date: 22 May 2019 

• Published: 2019 

• Version: 28.02.2019 

• Document Type:Data set

• Data Type:Dataset

http://apps.webofknowledge.com/SeeDRCIParent.do?product=DRCI&search_mode=See-DRCIParent&db_id=DRCI&SID=E2q2iCmkFseImmpnQan&excludeEventConfig=ExcludeIfFromFullRecPage&queryString=UT=(DATA2013007002584292)
http://apps.webofknowledge.com/OneClickSearch.do?product=DRCI&search_mode=OneClickSearch&excludeEventConfig=ExcludeIfFromFullRecPage&colName=DRCI&SID=E2q2iCmkFseImmpnQan&field=AU&value=Gruber,%20Stephan
http://apps.webofknowledge.com/SeeDRCIParent.do?product=DRCI&search_mode=See-DRCIParent&db_id=DRCI&SID=F5OFoQcuMiE7zHm19gd&excludeEventConfig=ExcludeIfFromFullRecPage&queryString=UT=(DATA2014022004222590)
http://apps.webofknowledge.com/OneClickSearch.do?product=DRCI&search_mode=OneClickSearch&excludeEventConfig=ExcludeIfFromFullRecPage&colName=DRCI&SID=F5OFoQcuMiE7zHm19gd&field=AU&value=Strobl,%20Barbara
http://apps.webofknowledge.com/OneClickSearch.do?product=DRCI&search_mode=OneClickSearch&excludeEventConfig=ExcludeIfFromFullRecPage&colName=DRCI&SID=F5OFoQcuMiE7zHm19gd&field=AU&value=Etter,%20Simon
http://apps.webofknowledge.com/OneClickSearch.do?product=DRCI&search_mode=OneClickSearch&excludeEventConfig=ExcludeIfFromFullRecPage&colName=DRCI&SID=F5OFoQcuMiE7zHm19gd&field=AU&value=Van%20Meerveld,%20Ilja
http://apps.webofknowledge.com/OneClickSearch.do?product=DRCI&search_mode=OneClickSearch&excludeEventConfig=ExcludeIfFromFullRecPage&colName=DRCI&SID=F5OFoQcuMiE7zHm19gd&field=AU&value=Seibert,%20Jan
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Lesson 9 Outline

Identify ethical, legal, and 

policy issues 

Understand reasons 

behind data restrictions 

Define copyrights, 

licenses and waivers

Discuss ethical 

considerations 
Luis Prado from The Noun Project

https://thenounproject.com/Luis/


Why might data use or sharing

be restricted?

• Threatened and endangered species

• National security and classified research

• Export controls

• Can apply to technologies and data

• Use of Human Subjects

• Personally identifiable information of any kind



Which research is subject to ethical review?

– Any research involving the use of human participants or live animals will usually be subject to

ethical review. Similarly, research which involves referencing individual subjects (people) or

storing identifiers for individuals will usually be subject to ethical review, unless the data is

obtained through pure observational studies of public behaviour. 

–

'Pure' observational studies

• are of human action that occurs in a forum open to the general public

• are non-invasive and non-interactive (pure observational)

• require no interaction with participants

• do not identify participants



Deidentification of Research Data 

General Guidelines: 

Mark replacements of text clearly, either by using [brackets] or tags: 

ғŀƴƻƴҔ Χ  ғκŀƴƻƴҔ

Keep a secure copy of the non-anonymizeddata.

Create a log of all the replacements, aggregations, or removals made in each data file. Store this log file 

separately from the de-identified data.

The process of anonymizingdata to protect the 

identity of the participants and to remove other 

private information. 

- Adapted from Alicia Mohr’s “Resources for Qualitative 

Data Management”

Image:  http://www.na-mic.org/Wiki/index.php/Mbirn:_Defacer_for_structural_MRI





Exercise 9.1 DMP

– How will you address and handle ethical issues in your thesis?

–

List any ethical isssues or sensitive data involved in the 

research project
• Human participants

• Privacy issues (confidential or sensitive data)

• Animal experiments

• …

–

Describe how these ethical issues will be managed.

• Consent from ethics committee

• anonymization of personal data

• sensitive data not stored on cloud services

• …



Who Owns Data?

– It dependsé

• Who is funding your research?

• What is your institutionôs data ownership policy?

• Are you working under a grant or contract?

• Who owns my data?

https://www.news.uzh.ch/de/articles/2017/dateneigentum.html


Copyright versus License

• CopyrightΥ ά ώ¢ϐƘŜ ōƻŘȅ ƻŦ ŜȄŎƭǳǎƛǾŜ ǊƛƎƘǘǎ ƎǊŀƴǘŜŘ ōȅ ƭŀǿ ǘƻ ŎƻǇȅǊƛƎƘǘ ƻǿƴŜǊǎ ŦƻǊ ǇǊƻǘŜŎǘƛƻƴ ƻŦ ǘƘŜƛǊ ǿƻǊƪΦέ 
(U.S. Copyright Office)

• Facts and data cannot be protected by copyright

• Metadata and data arrangement can be protected (sometimes)

• License: States what can be done with the data and how that data can be redistributed (e.g., GPL and CC)

• Waiver: (e.g.Σ //лύ ǊŜƭƛƴǉǳƛǎƘŜǎ ŀƭƭ ǊƛƎƘǘǎ ƻŦ ƻǿƴŜǊǎƘƛǇ ŀƴŘ ǳǎǳŀƭƭȅ ŎƻƳƳƛǘǎ ǘƘŜ άǿƻǊƪέ ǘƻ ǘƘŜ ǇǳōƭƛŎ ŘƻƳŀƛƴ

• Intellectual property laws will vary depending upon country or region



Choosing an open license

– Why use an open license?

• Facilitate data sharing and discovery

• Increase visibility of your data

• Advance knowledge

– Creative Commons

• CC0 (not a license, but a waiver)

• CC-BY (Attribution)

• CC-BY-ND (Attribution-NoDerivs)

• CC-BY-NC (Attribution-NonCommercial)

• CC-BY-SA (Attribution-ShareAlike)



Creative Commons Licensing



Exercise 9.2: Copyright Quiz: True or False?

2. Intellectual Property Rights can be bought, sold, rented, gifted and bequeathed 

3. Copyright requires registration

4. Copyright protection lasts forever 

5. Most web content can be re-used freely 

1. The ownership of copyright is the same for creators of work regardless of their 

academic status (e.g. students or lecturers), employment status (e.g. employed or 

self employed)

6. The onus of responsibility lies with the user of a work to get permission, even if the 

rights holder is unknown or cannot be traced 



Sound recordings
© held by both recorder & recorded

50 years from creation

Typographic arrangements
Layout of text, tables, &

arrangement of database etc.

25 years from publication of work

Dramatic works
Creator s life + 70 years

Artistic works
Archaeological illustrations & 

photographs, etc.

Creator s life + 70 years

Musical works
Multiple © types and holders.

Composition, song lyrics, etc.

Creator s life + 70 years

Broadcasts

Multiple © types and holders.

Lasts 50 years from broadcast date

Film
Multiple © types and holders.

70 years after death of last 

surviving principal director, 

screenplay authors, composer 

of film music

©

Creative works fixed in material form

Literary works
Published and unpublished works

Creator s life +70 years / +50 years

Unknown creator: 70 / 50 years from creation
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Lesson 10: Data Management Planning

→ Introduction: Why and what for?

→DMP step by step

→Your turn!



No DMP, no money!

Sep/15/2021 GEO 802, Data Information Literacy page 134



Features of a DMP

– Formal document 

– Outlines what you will do with your data during & after you complete your research

– Ensures your data is safe for the present & the future

SNSF:

- The DMP is an integral part of the submitted proposal, but…

o …it is not part of the scientific evaluation of a proposal

o …a plausible DMP draft is sufficient at the time of submission

→ Within the project period the DMP shall be changed and adapted at any time.

→ At the end of the project your DMP will be openly shared on P3 (SNSF public database)

Sep/15/2021 GEO 802, Data Information Literacy page 135

http://p3.snf.ch/


Example Research Project

Page 136Sep/15/2021 GEO 802, Data Information Literacy

«Perovskite Thin Films»

– preparation of perovskite thin films under different conditions 

– characterization by X-ray diffraction

Let’s create a DMP for this project!
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Summary of Lesson 10

A DMP is essential for

successful data management.

The four main topics of a DMP are:

1. Data collection and 

documentation

2. Ethics, legal and security 

issues

3. Data storage and preservation

4. Data sharing and reuse
The DMP is a “work in 

progress”, i.e. it can and 

should be updated during 

the research project.
Use a tabular format to create your DMP. 

Make it clear and concise and avoid long 

“flowery” sentences.

Sep/15/2021 GEO 802, Data Information Literacy page 137



Student’s projects: DMP

– Examples of DMPs produced by students of this class

– Pick one and discuss in groups how you would evaluate these DMPs. 

Sep/14/2021 GEO 802, Data Information Literacy page 138

tinyurl.com/GEODMP

https://tinyurl.com/GEODMP

